
Steps for a Contractor to Get a NOAA Badge and Common Access Card (CAC) 

Instructions for Contractor & Task Manager/Sponsor 

NOTE: You may not report for work at the government site until your fingerprints have cleared 
(Step 5). Please refer to this document until you have received your Common Access Card (CAC). 

 

STEPS PRIOR TO ONBOARDING 

⬜​   ​Step 1 

a. Complete​ ​PIV Training 
i. Link: ​http://www.osec.doc.gov/osy/HSPD-12/Applicant%20Training.html 

ii. Read through procedure and then click link that says “click here” 
iii. Only complete items with red asterisks 
iv. For Current status with DOC, select “Prospective contractor for DOC” (unless already an 

employed contractor) 
v. For Duty Station, select your building location, or if remote, the building location you are 

supporting 
vi. For Bureau/Office, select “NOAA” 

vii. For PIV sponsor info type the following: 
1.Name: Obtain from  your Task Order POC / Task Manager (TM) 
2.Email: Obtain from  your Task Order POC or TM 
3.Phone: Obtain from  your Task Order POC or TM 

b. Record Applicant ID number​ to assist later with Step 2, part C 

 

http://www.osec.doc.gov/osy/HSPD-12/Applicant%20Training.html
http://www.osec.doc.gov/osy/HSPD-12/Applicant%20Training.html


⬜​   ​Step 2 

The following documents are to be completed electronically and returned to Task Manager/Sponsor. 

ALL FORMS​ ​MUST BE TYPED 

a. Security Coversheet / Request for Investigation Coversheet​ (ALL Sections of the form MUST 
be completed—do not leave anything blank, unless otherwise stated.  You may use “not 
applicable” or “n/a” as a response) ​DO NOT SIGN OR DATE THIS FORM 

 

i. Link: ​http://www.wrc.noaa.gov/wrso/forms/OSY%20Action%20Request.pdf 
ii. Status: Contractor 

iii. Complete Dual Citizenship, Visa Number, and Alien Registration Number, if applicable 
(otherwise, enter N/A) 

iv. Position Title: Provide your Contractor or Subcontractor Position/Title (e.g., Consultant, 
Director) 

v. Geographic Code: Leave blank 
vi. Nature of Action Code: Leave blank 

vii. Duty Station: Your Duty Station is the building location and any associated identifier (e.g., 
SSMC3).  If you are working remotely, list the building location that you are supporting.  

http://www.wrc.noaa.gov/wrso/forms/OSY%20Action%20Request.pdf


viii. Start Date: Provide your start date on the NOAA account 
ix. End Date: Provide end date on the NOAA account 
x. Contract Company: Your Company’s name 

xi. Contract Number: This should be obtained from your on-site Task Manager or Program 
Manager 

xii. Supervisor and Supervisor’s Phone: Enter your TM/COR/Sponsor Information 
xiii. Please do not sign in the locations specified for Sponsor/COR signatures, leave blank 
xiv. Include any previous DOC (Department of Commerce) assignments and Federal/DOC 

Work Dates, if applicable 
xv. Type of Investigation: Leave blank 

xvi. Position Sensitivity: Leave blank 
xvii. Treasury Account Symbol: Leave blank 

xviii. Organization Code: Leave blank 
xix. Project Code: Leave blank 
xx. If special access is required (e.g., locked office suite), indicate on the form 

 
b. OF306​, ​Declaration of Federal Employment​, ​October 2011 version 

i. Link: ​http://www.osec.doc.gov/osy/NOAA/Forms/of0306.pdf 
ii. Read through all instructions and statements 

iii. Complete #1-17a 
■ Provide full name 
■ Indicate if “Initial only” or “No Middle Name” 
■ Remember to sign and date 

iv. Also complete Fair Credit Reporting Form if answered ‘Yes’ to Question 13 
Link: 
http://www.wrc.noaa.gov/wrso/forms/FAIR%20CREDIT%20REPORTING%20ACT%20
OF%201970.pdf 

 
c. CD-591 Department of Commerce PIV Request 

http://www.osec.doc.gov/osy/NOAA/Forms/of0306.pdf
http://www.wrc.noaa.gov/wrso/forms/FAIR%20CREDIT%20REPORTING%20ACT%20OF%201970.pdf
http://www.wrc.noaa.gov/wrso/forms/FAIR%20CREDIT%20REPORTING%20ACT%20OF%201970.pdf


 

i. Link: ​http://www.osec.doc.gov/osy/NOAA/Forms/CD591.pdf 
ii. Complete #1-10  

■ Item 6: Complete using PIV ID from training in Step #1, part B 
■ Item 7: Provide your contractor or subcontractor position/title 
■ Item 9: Use personal phone number 

iii. Leave the following sections blank: #11-14, B, C, and D (to be completed by sponsor 
and/or security agent) 

iv. Complete Section E with signature and date 
 

d. Scan Two (2) Forms of ID (All documents must be unexpired) 

http://www.osec.doc.gov/osy/NOAA/Forms/CD591.pdf


i. Acceptable Forms of Primary ID:​ U.S. Passport, Driver’s License, State-Issued Photo ID, 
Military ID, Military Dependent ID 

ii. Acceptable Forms of Secondary ID​: U.S. Social Security Card, Birth Certificate (original 
or certified copy), Federal/State/Local Government Agency ID, Voter Registration Card 

iii. If the address on your license is NOT your current address, please provide this 
information when submitting your documentation. 

⬜​   ​Step 3 

Return all completed forms and copies of ID to your Contract’s Task Lead/HR/COR/Sponsor for review 
and submission. Keep a copy of the forms for your records. ​NOTE:​ If emailing forms with personally 
identifiable information (PII), use only the Department of Commerce (DOC) Accellion secure file transfer 
tool; otherwise, hand deliver or fax. 

⬜​   ​Step 4 

The following documents will assist you in procuring your Badge. Upon completion, please return to 
your Task Manager. 

a. FD 258 ​(unless approved or instructed to be fingerprinted on-site at NOAA Badging Office, 
SSMC1, Room L101 in Silver Spring, MD, 7 a.m. to 4 p.m.) 

 



a. Fingerprint cards are sent to the Silver Spring office and run daily 
b. If fingerprinted on-site in Silver Spring, the Contract Task Lead will coordinate for the 

Federal Task Manager or delegate/POC to provide an escort to NOAA Badging Office; 
make copies of all documents and you and your escort will walk over to the badging office 
with hardcopies 

c. Email to TM/COR/POC stating “Fingerprint results for [name] have returned CLEAR” 
means you can begin work 

d. A phone call to TM/COR/POC from a Security Specialist means there is an issue 
e. Allow at least 7 days for fingerprints to clear 

b. Completed PIV Training 
c. Security Coversheet / Request for Investigation Coversheet 
d. Form CD591 
e. Form OF306 
f. Fair Credit Reporting Form ​(required if answered ‘Yes’ to Question 13 on OF306)  
g. Form DD-254 ​(if required for higher level security clearances) 

Link: ​http://www.dtic.mil/whs/directives/forms/eforms/dd0254.pdf 
NOTE: DD-254 forms and requirements documents (PWS, SOW, SOO) for contracts 
requiring personnel with higher level security clearances must be approved by the DOC 
Office of Security 

 

STEPS AFTER ONBOARDING 

⬜​   ​Step 5 

Once fingerprints have cleared, the Contractor Task Lead will coordinate for the Federal Task Manager 
or delegate/POC to provide an escort to NOAA Badging Office to obtain a NOAA building access badge  

a. Receive all signed, hardcopy paperwork from Contractor Task Lead 
b. Bring your two forms of ID 
c. Visit NOAA Security Office with Federal Task Manager or delegate/POC 
d. When you obtain your NOAA Badge, send the expiration date to your Contractor Task Lead 
e. This will allow you access into the building but it is ​NOT your CAC card​. 
f. NOAALink allows two building access badges (not CACs) for principals of each NOAALink core 

contractor 

⬜​   ​Step 6 

Once accepted and approved, you will receive an ​e-QIP Questionnaire​ (​e-QIP  Request​) as initiated by 
the Security Office. 

a. Once your e-QIP is completed, you are required to send the following documents to Security: 

i. Certification Page 

ii. Authorization for Release of Information 

iii. Authorization for Release of Medical Information (if required) 

http://www.dtic.mil/whs/directives/forms/eforms/dd0254.pdf


iv. Credit Release (if required) 

v. Selective Service Registration (if required) 

b. In the event that you have previously completed a background check, please provide the 
following information to your HR/COR/Sponsor: 

i. Name of last Federal Agency where you worked 

ii. Last date (mm/dd/yy) of Federal employment or last day of Federal contract 

⬜​   ​Step 7 

CAC Appointment Scheduler 

a. Schedule CAC appointment via Rapids Scheduler 
i. Rapids Link: ​https://rapids-appointments.dmdc.osd.mil/ 

b. Select “Make Appointment” tab on top left 

⬜​   ​Step 8 

Complete ​New Employee Technology Form 

a. Link: ​http://nrc.iso.noaa.gov/documents/New_Employee_Technology_Form.pdf 
b. Work with Task Lead to identify any Government Furnished Equipment (GFE) needs 
c. Receive Task Manager signature on completed Form 
d. Provide electronic copy of signed form to the Contractor Task Lead 
e. Contractor Task lead much provide electronic copy to NOAA Service Desk 

⬜​   ​Step 9 

Set Up ​NOAA Email Address ​(required for a CAC to be issued) 

a. All of step 8 must be completed 
b. Respond to NOAA Service Desk when requested to call office to obtain email information 
c. Receive email ID and password  
d. Enter email ID and password at gmail.com  
e. Complete NOAA IT Security Awareness Training (take down completion number)  

i. Must complete within two (2)​ days of establishing NOAA email account 
f. Send IT Security Awareness completion number to Contractor Task Lead 

⬜​   ​Step 10 

CAC Card Login Information  

a. All of step 9 must be completed 
b. Create Accellion account using NOAA email 

i. Accellion Link: ​https://sft2.doc.gov/courier/web/1000@/wmLogin.html  
c. Receive CAC application via Accellion account 
d. Complete CAC application within seven (7) days​; if application is NOT completed within seven 

(7) days, it will expire 

https://rapids-appointments.dmdc.osd.mil/
https://rapids-appointments.dmdc.osd.mil/
http://nrc.iso.noaa.gov/documents/New_Employee_Technology_Form.pdf
https://sft2.doc.gov/courier/web/1000@/wmLogin.html


⬜​   ​Step 11 

CAC Appointment 

a. Attend appointment to receive CAC  
 

 
 

 


